WHOOPMALIMOHHASA NAMATKA
[N OBYYAIOLLMXCA

C KaZbiM roiomMm MONOAEKWN B UHTEpPHETe CTaHOBUTLCA BOoNblUe, a LKOJbHUKMA OAHU U3 CaMbiX
aKTMBHbIX Mnonb3oBaTenen PyHeta. Mexay Tem, MOMMMO OFPOMHOIO KOJIMYECTBa BO3MOXKHOCTEM,
WMHTEpPHEeT HeceT 1 Npobsiembl. ITa NaMATKA A0/1KHA NOMOYb Tebe 6e30nacHO HaxoAMUTbLCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIM BUMPYC - 3TO PAa3sHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamm, OT/IMYUTENIbHOM
0COBEHHOCTbIO KOTOPO ABNSAETCA CNOCOBHOCTL K Pa3MHOMKEHMI0. B AONOIHEHWE K 3TOMY, BUPYCbl MOTYT
NoBPeaUTb WAW MONHOCTBIO YHUUTOXUTL BCe dai/ibl U AaHHblE, NMOAKOHTPO/IbHbIE MO/Nb30BaTENtO, OT
MMEHW KOToporo Hbina 3anyweHa 3apaskeHHan NPorpaMmma, a TakxkKe NoBPeanTb UAN AaXKe YHUUTOXKUTb
OMnepaLMoHHY0 CUCTEMY CO BcemMMu ¢aiinamu B LenoM. B BoNbLIMHCTBE C/ly4YaeB pacnpocTpaHaloTcA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii CoBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrpPamm;

2. TllocTosHHO ycTaHasnuBait naytM  (uMdpoBble 3annaTkM, KOTOpble aBTOMATMYECKU
YCTaHaBAMBAIOTCA C LeNblo A0paboTKM Nporpammbl) M apyrne oBHOB/MEHWA CBOe onepauyoHHOMN
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnv cywiecTByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMSA, BKIOUYM €ro;

3. PaboTan Ha cBoem KOMnNblOTEPE NOoA4 nNpaBamMun nojsib3oBaTtenia, a He aJMUHUCTPATOpPA. JT0 He
no3BonT 6OI'IbLLIMHCTBy BPEOOHOCHbIX nporpamm WHCTAAIMPOBATbCA Ha TBOEM NEPCOHA/IbHOM
KOMMbIOTEPE,

4. Wcnonb3yit aHTMBUPYCHble MNPOrpPaMMHble MPOAYKTbl W3BECTHbIX MpOM3BOAUTENEN, C
aBTOMAaTM4YeCKUMm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY A8 NOCTOPOHHUX ANL;

6. Mcnonb3yit BHEWHME HOCUTENWN MHPOPMALMK, TaKNE KaK DAeLLKa, OUCK UAK Gaitn U3 MHTEPHETa,
TOJ/IbKO U3 NPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbiBait KomnbloTepHble aiinbl, NOJYYEHHblIE U3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
¢daiinbl, KOTopble NPUCAN TBON 3HAKOMbIN. JTyulle YTOUYHW Yy Hero, oTNpasAsaa i OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3TO He BMA, nepeaayn faHHbIX, He TEXHONOMUSA, a BCero nmwb bpeHa, mapka. Ewe 8 1991 rogy
HUAEPNAHACKAA KOMMaHWA 3apernctpupoBana bpeHg "WECA", yto 0603Hayano c/roBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abb6bpesuatypa "Wi-Fi". Takoe Ha3BaHMe 6b110 4aHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBON TEXHUKM
Hi-Fi, 4uTo B NnepeBoae 03HayaeT "BbICOKan TOYHOCTL".

Ha, 6ecnnaTHbli WMHTEpPHeT-g4oCcTyn B Kade, OTeNAx WM asponopTax ABAAETCA OT/AUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCNepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABNAOTCA 6€30NacHbIMMU.



CoBeTbl no 6e3onacHocTu paboTbl B 0bweaoctynHbix cetax Wi-fi:

1. He nepegaBgaii cBOIO NMYHYIO MHPOpMaLMIO Yepes obweaoctynHble Wi-Fi cetn. PaboTtan B Hux,
KenaTteNbHO He BBOAMTb NapOo/iM AOCTYNa, IOTUHbI U KAaKMe-TO HOMepa;

2. Wcnonb3syn n o06HOBAAIK aHTUBUPYCHble Mporpammbl M HpaHgmayep. Tem cambim Thbl
obe3onacuwb ceba OT 3aKa4Km BUPYCa HA TBOE YCTPOMCTBO;

3. Mpwu ucnonbzosaHmm Wi-Fi oTkAtoum dyHKuMio "O6wmit goctyn K dannam n npuHTepam”. aHHas
dYHKLMA 3aKpbiTa MO YMOYAHWUIO, O4HAKO HEKOTOpble MO/Ib30BaTeNN aKTUBUPYIOT ee gna yaobcrea
MCMNoab30BaHWA B paboTe uau yuebe;

4. He ucnonb3yih nybanyHbin WI-FI gns nepegayun AWYHbIX AaHHbIX, Hanpumep ANA BbIXo4a B
COLMANbHbIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKO 3allmuleHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npn Habope Beb-
afapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MoaknatoveHne k Wi-Fi aBTomatuyecku". He
[AOMNycKalt aBToOMaTUYecKoro NnoAKntoueHus yctpoictsea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTM aKTUBHO BXOAAT B HALLY *KM3Hb, MHOTMeE Nt0Au paboTaloT U }KMBYT TaM NOCTOAHHO,
a B Facebook yxe 3apernctpuposaH muaanapg 4enosek, YTo ABAAETCA OAHOW CeAbMOI BCex Xutenei
naaHeTbl. MHOrMe No/b30BaTeN HE MOHMMALOT, YTO MHPOPMaLMNA, pa3MelLleHHas UMK B COLMaNbHbIX
ceTaX, MOMeT ObITb HalZeHa U UCNO/Ib30BaHa Kem yrogHo, B TOM Yyucie He obsasaTesibHO ¢ biarumm
HamepeHUAMMN.

OcHoBHble coBeTbl N0 6@30MacHOCTU B COLMAbHbIX CETAX:
1. OrpaHunyb cNUCok apysei. Y Teba B Apy3bAx He A0/IKHO BbiTb C/IYYaHbIX U HE3HAKOMbIX JI0AEN;

2. 3awmuiai CcBOM YaCTHYIO KM3Hb. He yKasbiBalt naposu, TenedoHbl, agpeca, gaTy TBOEro
POXKAEHUA U APYTYIO INYHYI0 MHGOPMaLMIO. 310YMbILLIEHHUKM MOTYT MCMO/1b30BaTb AarKe MHGoOpMaLmIo
0 TOM, KaK Tbl U TBOW POAUTENN NAAHMPYETE NPOBECTU KaHMKYbI;

3. 3awmulai cBOO penyTauumio - AePXKM ee B YNCTOTe U 3a4aBalt cebe Bonpoc: xoTen 6bl Tbl, YTO6bI
Apyrve Mnonb3oBaTeNM BUAEAW, YTO Thbl 3arpyKaewb? lMoaymail, npesae vem 4To-To onyb6aMKoBaTh,
HanMcaTb U 3arpy3unTb;

4. Ecvi Tbl FOBOPULUb C NHOAbMM, KOTOPbIX HE 3HAellb, He UCMOb3YH CBOE peasibHoe UMA U APYTyio
NINYHYI0 MHGOPMALMK: MMA, MECTO KUTENbCTBA, MECTO y4ebbl U npoyee;

5. N36erait pasmeleHuns ¢oTtorpaduin B IHTepHeTe, rae Tbl U306parkeH Ha MeCTHOCTU, MO KOTOPOIA
MOXHO ONnpeaennTb TBOe MECTOMNO/OMKEHMUE;

6. Mpu perncTpaumm B COLMaNbHOM CETU HEOBXOAMMO UCMO/b30BaTb C/I0XKHbIE NMapo/M, COCToALME
13 BYKB 1 LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona COLI,VIGI'IbHOﬁ CeTh, NoYTbl U APYyrnx canTos HEO6XOAI/IMO MCNO/1b30BaTb pa3HblE NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHNKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.

INEeKTPOHHbIE AEeHbIU



DNEKTPOHHbIE AEHbIM - 3TO OYeHb YA0BHbIN CNocob naateskel, 04HAKO CYLLECTBYHOT MOLLEHHUKM,
KOTOpPble XOTAT MONYUYNTb 3TU AEHbIU.

3}1€KTpOHHbIe AeHbrn noABNANCL coBCceM HeAaBHO N MMEHHO MN3-3a 3TOM0 BO MHOTUX roCcyaapcrBax
A0 CUX Nop He NPONMUCaHO NPO HUX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHe, rae WX pasfensatoT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaALMM NoAb30BaTeNss, @ B HEAHOHUMHbIX
naeHTMdMKauma noib3oBatena asnseTcs obasaTesibHOMN.

Takxe cnenyet pa3nnydatb 3/1EKTPOHHbIE q)MaTHbIe AeHbrn (paBHbI rocygapCrBeHHbIM BaﬂI'OTaM) n
9/1EKTPOHHbIE HEd)VIaTHbIe AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM Ba}'HOTaM).

OcHOBHble coBeTbl N0 6e3onacHo paboTe € 3IN1EeKTPOHHbIMMU AEHbraMmu:

1. MpuBAXKK K c4eTy MOBUNBHBIN TenedoH. ITO camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTD
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Naposb WMAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. cnonb3yit ogHopasoBble Napoau. Mocne nepexoda Ha YCUIEHHYO aBTopusaumio Tebe yke He
6yAeT yrpoXKaTb ONacHOCTb KPaXkn MK NepexsaTa NaaTexKHoro napons;

3. Bbibepu cnoxHbIM naponb. MpecTynHukam 6yaeT He NPOCTO yragaTb C/OMHbIM Naposib.
HazeHble Napoau - 3TO Napo/iu, KOTOPbIE COAEPIKAT HE MeHee 8 3HAKOB M BKNKOYAIOT B cebs CTPOYHbIe
¥ NPONMCHble BYKBbI, L PbI M HECKONbKO CMMBOJIOB, TaKME KaK 3HaK A0/1apa, yHTa, BOCKAULATE/IbHbIi
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW /INYHbIE J@HHbIE HA CalTaxX, KOTOPbIM He A0BepAeLlb.
INeKTPOHHAA noyTta

DNEeKTPOHHAA NoYTa - 3TO TEXHO/IOTUA U NPeAoCTaBAAEMbIE €0 YC/YTX NO NEPECHIIKE U MNOAYYEHMUIO
3/1EKTPOHHbIX COOBLIEHMI, KOTOpble pacnpeaensaoTca B KOMMNbIOTEPHON ceTU. OBbIYHO 3/1EKTPOHHbIN
MOYTOBbLIN AWMK BbIFAAMT CAeaylolwmm obpasom: MMA_MNO0Ab30BaTENA@UMA_AOMeEHA. TaKKe Kpome
nepeaayun NPoCToro TEKCTa, MUMEETCA BO3MOKHOCTb NepeaaBath Gpaibl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHO NOYTON:

1. Hago BbI6GpaTb NPaBUbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIBOP HecnnaTHbIX
MOYTOBbIX CEPBMCOB, OLHAKO NyyLle LOBEPATb TEM, KOTO 3HAELWb U KTO NEPBbI B PEUTUHTE;

2. He vyKasblBal B /AMYHON MOYTE JAUYHYHO WHPopmaumto. Hanpumep, Aydwe BblGpaTb
"My3blKanbHbIN_paHaT@" nam "pok2013" emecto "temal3";

3. Mcnonb3yin ABYyX3TanHyl aBTOpM3auMio. ITO KOrAa NOMMMO MaponsA Hy»HO BBOAWUTb KOA,
npucbinaembii no SMS;

4. Bblbepn CNOXKHbIM Napoab. [N KaxK4oro NOYTOBOro AWMKA O0XKEH 6biTb CBOW HAAEMKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. Mcnonb3yih HECKO/MIbKO MOYTOBbLIX ALWMKOB. [epBbld A1 YacTHOW MepenuckyM C agpecatamu,
KOTOPbIM Tbl ZOBepAeLlb. ITO 3NEKTPOHHbIN agpec He Haf0 UCMOb30BaTb NPU pPerucTpaLmm Ha popymax
M canTax;



7. He oTKpbIBai ¢aiinbl U Apyrve BAOXKEHUA B MUCbMaX, AaXKe eCN OHWU NPULLAK OT TBOUX APY3eN.
Jlydwie yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tu dalinbl;

8. [Mocnie OKOHYaHMA PaboTbl HA MOYTOBOM CEPBUCE Nepe 3aKpPbITUEeM BKAAAKN C CAMTOM He 3abyab
HakaTb Ha "BbitTn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnefoBaHMe COOBLEHUAMM, COAEPMKAWMMU OCKOPDB/IEeHUn, arpeccuto,
3anyrmBaHue; Xy/IMraHCTBO; CoLManbHoe 6OMKOTUPOBAHME C MOMOLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 601. Jlyuwmin cnocob: nocoBeToBaTbCs KaK ceba BECTU U, eC/IM HET TOTO, K KOMy
MOYHO 00paTuTbCA, TO BHayasne YCMOKOUTbCA. Ecan Tbl HayHelwb OTBeYaTb OCKOPOAEHMAMM Ha
0CKOopb/1eHMA, TO TONbKO elle 6o/blie Pa3oXkKKellb KOHPNKT,;

2. YnpaBnsan cBoel Knbeppenyrauuei;

3. AHOHMMHOCTb B ceTM MHMManA. CylecTBYHOT Cnocobbl BbIACHUTb, KTO CTOUT 338 aHOHUMHbIM
aKKayHTOM;

4, He cTOMT BeCTM Xy/JWUraHCKMI 06bpa3s BUPTYyanbHOW KMU3HU. UHTEpPHET ¢OUKCUpPYeT BCe TBOM
AENCTBMA U COXPaHAET UX. YAanuTtb nx byaeT KpaliHe 3aTpygHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyi eauHuYHbI HeratuB. OOHOpPa3oBble OCKOpOUTE/bHbIE COOOLWEeHUs nydlle
nrHopmpoBatb. OBbIYHO arpeccua NpPeKpaLLaeTcs Ha HaYaIbHOM cTaauuy;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMANbHbIX CETAX €CTb
BO3MOKHOCTb 6/JOKMPOBKM OTMNPABKM COOBLLEHNI C ONpeae/ieHHbIX aApecos;

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBoM AeNCTBMA: BbICTYNUTb NPOTUB NpecieaoBaTens,
NMoKasaTb emy, YTO ero AeNCTBMA OLEHWMBAIOTCA HeraTMBHO, NoAAeprKaTb KEPTBY, KOTOPOM Hy»KHA
NCMX00rMYecKkan NOMOLLb, COOBLIUTL B3POCbIM O paKTe arpeccMBHOro NOBEAEHUA B CETU.

MobunbHblii TenedpoH

CoBpemeHHble cMapTPOHblI M MAAHLWETbl CoAeprKaT B cebe BMoJIHE B3POC/bli GYHKUMOHANA, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHbLIMKU KOMMbloTepamu. Of4HAKO, CPeACTB 3aluTbl Aan
NoAo06HbIX YCTPOMCTB MOKa 04eHb Mano. TeCTUPOBAHUE U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCMBHO, Kak ana MK, To ke camoe KacaeTcs U MOBUNbHbIX MPUIOKEHUN.

CoBpemeHHble MObUAbHbIe Bpay3epbl y:Ke NPaKTUYECKU AOTHAAN HACTO/bHble aHaNorM, OAHAKO
pacwupeHne GpyHKLMOHaANA BAeYeT 3a o601 60bLIYIO CIOKHOCTb U MEHbLUYIO 3aLLMLLEHHOCTD.

[aneko He BCe NPON3BOANTENN BbIMYCKalOT 06HOBNEHMA, 3aKPbIBAIOLLME KPUTUYECKUE YA3BUMOCTH
ONA CBOWMX YCTPOWCTB.

OCHOBHbIe cOoBETbI AN 6e30nacHOCTU MOBUIBHOIO TenecbOHa:

Huyero He aBnAaeTca no-HacToAwemy 6ecniaTHbIM. EYAb OCTOPOXEH, B€4b Korga Tebe npegnararoTt
6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To naaTtHble YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWb, rge OHM OyayT B



KOHe4YHoMm utore?
HeobxogMmo 06HOBAATL ONEPaLLMOHHYO CUCTEMY TBOErO CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE NPOrpaMmmMbl A8 MOBU/IbHbIX TenedoHOB;

He 3arpyskait IpMUNOMKeHMA OT HEU3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT COAEpPKaTb BPeJoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblgewWwb C CaiTa, rae BBOAWA /IMYHYIO MHGOPMaUMIO, 3aaN B HACTPOMKM
6paysepa v yganu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDPE;

Jasan csBo Homep MobunbHOro TenedoHa TONBKO OAAM, KOTOPbIX Tbl 3HaelWb W KoMy
JoBepsAeLlb;

Bluetooth AO/IXKeEH 6bITb BbIK/Z1lOYEH, KOraa Tbl UM HE NOJ1b3yeLlbCA. He 3abbiBal MHOTr4a NpoBepATb
3TO.

Online urpobl

CoBpemeHHble OHMANH-UIPbI - 3TO KPaCOYHble, 3axXBaTbiBalolWMe pa3BAeYEeHUn, obbeanHAWme
COTHM TbICAY YeNOBEK N0 BCEMY MUPY. UrpoKM UccneaytoT AaHHbIA MM MUp, obLuatoTca Apyr ¢ 4PYrom,
BbINO/IHAIOT 334aHWNA, CPaXaloTCA C MOHCTPaMM WM NOMYYalOT OMbIT. 33 YAO0BO/ILCTBME OHW MAATAT:
MOKYNaloT AMCK, OMN/IaYnBaloT aboOHEMEHT MAM MPMOBPETAIOT KaKne-To onLuuu.

Bce 3TV cpefcTBa MAYT Ha MoagepaHue U pas3sBUTME WUrpbl, a TaKkKe Ha camy 6e30nacHoCTb:
COBEPLIEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbIMYCKalOTCA HOBble natuM (undposble 3aniatkn As
nporpamm), 3aKpbIBaloTCA YA3BUMMOCTU CEPBEPOB.

B I'IOLI,O6HbIX Urpax CTouT onacatbCA He CTO/IbKO CBOUX CONEPHUKOB, CKOJIbKO KpPa*Xn1 TBOEro NapoaA,
Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpPU3aL NN 60NbLWNHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrpoBOro akKKayHTa:

1. Echm apyroit UrpoK BeaeT ceba Naoxo Uam cosgaet Tebe HeNnpPUATHOCTK, 3a6N0KNPYIA €ro B CNUCKe
NrPOKOB;

2. Moanyica agMUHWCTPATOPam MUrPbl Ha MNJIOXOe MOBEAEHUE 3TOTO WIrPOKa, KenaTesbHo
MPUNOKNUTD KaKMe-TO A0Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He yKasblIBaW AMYHYI0 MHOOPMaLuto B npodaiie urpbl;
4. YBarKai gpyrux y4acTHMKOB MO Urpe;

5. He ycTtaHaBAuMBai HeoduumManbHble NaTymM U Moabl;

6. Icnonb3yi CI0XKHbIE U pa3Hble Napoy;

7. Daxe BO BpemA Urpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl urpaeLlb, TBOWM KOMMbKOTEP MOTyT
3apa3nTb.

OUWKHT an KpaXa JIMYHbIX AdHHbIX

O6bluHOM Kpameﬁ AeHer U AOKYMEHTOB cerogHA y»xe HWUKOro He yamsuulb, HO C pPa3BUTUEM
MHTepHeT-TEXHOﬂOFMVI 3/1I0YMbIWNEHHUKN NepeMeCTUINCb B UHTEPHET, U NPOAO/IXKAKT 3aHUMATbCA



"nobumbim" genom.

Tak noABmAacb HOBAA Yrpo3a: MHTEPHET-MOLIEHHNYECTBA UAN QULIWHT, FNABHAA LeNb KOTOPOro
COCTOMT B NOIy4EHNN KOHOUAEHLUNAbHBIX AaHHbIX NO/1b30BaTeNeN - NOrTMHOB M Napoiei. Ha aHraniickom
A3blKe phishing unTaeTtcs Kak ¢ouwwmHr (ot fishing - pbibHasa nosas, password - Naposb).

OcHoBHble coBeTbl No Hopbbe ¢ dUwnHrom:

1. Chegy 3a cBoMMm dKKAyHTOM. Ecamn ToI nopgospesaellb, YTO TBOA aHKETa 6bina B3/10MaHa, TO
HeO6XO,D,MMO 3a6IIOKVIpOBaTb eeun COO6LLI,VITb AAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOKHO CKopee,

2. MCI'IOIIb3yﬁ 6esonacHble BE6-CaﬁTbI, B TOM 4YnUcne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naposau. Takum obpasom, ecam Teba B3nomaloT, TO
3/10YMbILWNAEHHMKM NOJIy4aT AOCTYMN TO/IbKO K 0A4HOMY TBOEMY NPOdU/IO B CETU, @ HE KO BCEM;

4. Echm T1eba B3nomanu, To HeobXxoAMMO npeaynpeiuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B ApPY3bAX, O TOM, YTO TebAa B3nOMann U, BO3MONKHO, OT TBOEro MmMeHu byaer
paccblNaTbCcA cnam u CCbINKU Ha GULLNHTOBbIE CalThbl;

5. YcTaHoBM HageKHbIM naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IIOYM coxpaHeHMe NaponA B bpaysepe;

7. He oTkpbiBali palisibl U Apyrve BAOXKEHUA B MMCbMaX, AaXKe €C/IM OHWU NPULLAK OT TBOUX APY3eN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN It OHM Tebe 3Tn dainbl.

LUudposasa penytauusa

Unoposana penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHPopmauma B ceTm O Tebe.
KomnpomeTupytowana uHGoOpMaumsa, pasmelleHHas B MWHTEpPHETe, MOMEeT Cepbe3HbiM obpasom
OTpa3suTbCA Ha TBOEW peanbHOW Xu3HU. "Uudposas penyTtauma" - 3TO TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 MHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
paccka3bl O 611M3KMX - BCE 3TO HaKaN/MBaeTcA B CETU.

MHorve noApOCTKM NErKOMbICIEHHO OTHOCATCA K NyBANKaLMKN AMYHO MHPOpMaLMK B UHTepHeTe,
He MOHMMas BO3MOMHbIX MOCAEeACTBMIA. Tbl AaXKe He CMOXeLlb A0rafathCA O TOM, yTo ¢doTorpadus,
pasmelleHHas 5 fIeT Hasag, cTana NPMYMHON OTKasa NPUHATL Tebs Ha pabory.

KommeHTapum, pasmelieHue TBoux dotorpaduii u apyrme AencTBUA MOTYT HE UCHE3HYTb JaKe
nocne TOro, Kak Tbl UX yAanuweb. Tbl HE 3Haelb, KTO COXpaHWa 3Ty MHbOpMmaLMIo, nonana M OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWMNACh N OHA, @ FNaBHOE: YTO NOAYMaloT O Tebe OKpyKalolme noau,
KOTOpble HaWAyT U yBUAAT 3T0. HallTu MHbOPMaLMIO MHOTO NIET CYCTA CMOXKeT Ntobo - Kak M3 fobpbix
nobyXAaeHWM, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOXKET ObITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLuu:

1. Moaymait, npexae 4em yto-To Ny6AnKoBaTb M NepepasaTtb y ceba B 610re naM B coumanbHomM
ceTu;

2. B HacTpoliKax npoduna ycTaHOBM OrpPaHUYEHUs Ha MNPOCMOTP TBOEro npoduna u ero
CcoAepXKMMOro, caenan ero Tonbko "ansa apysein”;

3. He pasmewai n He yKasbiBal MHPOPMaLMIO, KOTOpPAs MOMKET Koro-nmbo ockopbnatb uau
obMKaTb.



ABTOpCKOE npaso

CoBpemeHHbIe LKOMbHWUKK - aKTUBHbIE MOAb30BaTeNn LUMdpPoBOro npoctpaHctea. OAHaKo Aaneko
He BCe 3HaloT, YTO NO/Ib30BaHME MHOMMMM BO3MOMKHOCTAMU LMPOBOro Mmpa Tpebyet cobatogeHuns npas
Ha UHTeNNeKTyaNbHY0 COBCTBEHHOCTD.

TepMUH "MHTeNNeKTyanbHasA COBCTBEHHOCTL" OTHOCUTCA K Pa3INYHbIM TBOPEHMAM YENOBEYECKOTO
YMa, HAYMHAA C HOBbIX M306pEeTEHNIT U 3HaKOB, 0603HAYAOLLNX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4MBasA KHUramu, potorpaduamm, KWUHOGUNBMAMM N MY3bIKAbHBIMW NPON3BEAEHUAMM.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTEN/IEKTYa/IbHYIO COBCTBEHHOCTb Ha MPOM3BEAEHUA HAYKMK,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNIEeKTYa/IbHbIN/TBOPYECKMIA Tpya, aBTopa He OyaeT HanpacHbiM, AacT emy cnpaseg/ivBble
BO3MOKHOCTU 3apaboTaTb Ha pe3yabTaTax CBOEro TPyAa, MOYYUTb U3BECTHOCTb U NPU3HaHKWe. HUKTO be3
paspelleHVss aBTOPa HE MOXKeT BOCMPOM3BOAWTL €ro MpPousBeLeHWe, PacnpoCcTpaHATb, My6ANYHO
AEeMOHCTPUpPOBaTb, NpoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MNPOKaT, MNyBAMYHO WUCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe naM pasmellatb B MiHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmHoOro obecneyeHmns MOXKeT NPUBECTM K MHOTUM PUCKaM:
OT NOTEPU AAHHBIX K TBOMM aKKayHTamM A0 6/J0KMPOBKU TBOETO YCTPOWMCTBA, I4e YCTaHOB/IEHA HesleraibHas
nporpamma. He cTouT Tak:Ke 3abbIBaTb, YTO CYLLLECTBYIOT SierasibHble U 6ecniaTHbie MPorpammbl, KOTopble
MOXHO HalTK B CETW.

O noprtane
CeTeBMYOK.pd - TBOM rNaBHbIN COBETYMK B CeTU. 34eChb Tbl MOXKELb Y3HaTb 0 6e30MacHOCTU B CETH

NOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPY BOSHUKHOBEHWUW KPUTUYECKON CUTYyaLMmM 0BpaTUTLCA 32 COBETOM.
A TaKyKe MPUHATb y4acTMe B KOHKypPCax M CTaTb CaMbiM UMPPOBbLIM rparkaaHnHom!



